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 “Fu and Lin have developed an interesting way to take existing code from a trusted guest operating 
system and automatically use it for virtual-machine introspection.  The ability to leverage existing code 
goes a long way in solving the semantic gap problem inherent to many types of virtual machine services,” 
said Dr. Peter Chen, Arthur F. Thurnau Professor of Electrical Engineering and Computer Science at the 
University of Michigan, who first posed the “semantic gap” problem in 2001.  
 
“The UT Dallas technique for virtual machine introspection -- a dynamic monitoring techniques for guest 
operating systems that might be malware infected -- offers new and unprecedented opportunities for 
secure system operation,” said Dr. Virgil Gligor, Professor of Computer Science and Director of Carnegie 
Mellon University’s CYLAB. “Briefly, Dr. Lin's technique enables the design of new and novel tools in 
intrusion detection, malware analysis, dynamic monitoring of process execution, and memory forensics. 
Using tools based on his technique, anti-virus software companies and forensic investigators may no 
longer need to write new software for every new type of malware in a cloud environment, and 
they can reuse legacy binary code to do the introspection” he added. 
 
 “The work by Dr. Lin and his student is significant in cloud security. They have demonstrated a solution 
for a hard problem in virtualization – this solution automatically bridges the semantic-gap by reusing the 
legacy binary code. Once the semantic-gap is bridged, there will be many new opportunities for 
virtualization research,” said Dr. Elisa Bertino, Professor of Computer Science at Purdue University and 
Director of Purdue’s Center for Education and Research in Information Assurance and Security 
(CERIAS). 
 
Dr. Lin and his student Mr. Fu recently presented their paper based on this breakthrough research titled 
Space Traveling across VM: Automatically Bridging the Semantic Gap in Virtual Machine Introspection 
via Online Kernel Data Redirection at the 33rd IEEE Symposium On Security And Privacy in San 
Francisco, California. “This is the top conference in cyber security,” said Dr. Bhavani Thuraisingham, 
Executive Director of UT Dallas’ Cyber Security Research and Education Center and the Louis A. 
Beecherl, Jr. I Distinguished Professor of Computer Science. “It is a major breakthrough that VMI 
developers no longer need to write any code to bridge the semantic gap by using the technology invented 
by Dr. Lin and his student Mr. Fu. This research has given us tremendous visibility among the cyber 
security research community around the world,” added Dr. Thuraisingham.   
 
For more information, contact Rhonda Walls at rhonda.walls@utdallas.edu or 972.883.2731. 
 
 
 

 

 


