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Cryptography

» Cryptography is the process of writing or reading secret
messages or codes. — Merriam Webster

= Midway story




» Plaintext/Message - the original message to encrypt.
» Cliphertext - an encrypted message.

= Cipher - an algorithm to convert plaintext to cipher text
and vicel/versa.

» Key - a word/phrase or string of bits that modifies the
enciphering/deciphering process



+ Example:

Caesar Cipher

+ Shift/Caesar Cipher - rotate each
letter of the plaintext by a fixed
amount

+ Plaintext - SEND HELP
+» Key - rotate up by 13
+ Ciphertext - FRAQ URYC
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+ Shift/Caesar Cipher - rotate each
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+ Shift/Caesar Cipher - rotate each
letter of the plaintext by a fixed
amount

+ Example:
+ Plaintext - SEND HELP
+» Key - rotate up by 13
+ Ciphertext - FRAQ URYC




Substitution Cipher

+~ Create a mapping of the alphabet:

ABICIDIEFIGIHII1JKILIMINIOIPIQ RIS ITIUVIWX Y]z



Substitution Cipher

+~ Create a mapping of the alphabet:

A1BICIDIEFIGIHII1JKILIMINIOIPIQ RIS ITIUVIWX Y]z
C



Substitution Cipher

+~ Create a mapping of the alphabet:

A1BICIDIEFIGIHIILJKILIMINIOIPIQ RIS TIUVIWX Y]z
CR



Substitution Cipher

+~ Create a mapping of the alphabet:

A1BCIDIEFIGIHIILJKILIMINIOIPIQ RIS TIUVIWX Y]z

€ Rk



Substitution Cipher

+~ Create a mapping of the alphabet:

A1BCIDIEFIGIHII1JKILIMINIOIPIQ RIS ITIUVIWX Y]z

€ R B



Substitution Cipher

+~ Create a mapping of the alphabet:

A1BCIDIEFIGIHIILJKILIMINIOIPIQ RIS ITIUVIWX Y]z

€ RPN O



Substitution Cipher

+~ Create a mapping of the alphabet:

A[B|CIDIEIFIGIHII LU KILIMINIOPIQ RISITIUVIWIXIYZ

€| RO (RS T OIS i (ES R RIS A (BN B G I LI (RS A O VS W X (2



Substitution Cipher

+ Substitute each letter of the plaintext.
A1BICDIEIFIGIHII UKL IMINIOIPIQ RIS |TIUIVIWIX Y[z
CRYPTOI SFUNABDEGH JKLMQVWX?Z
+~ Example:

+ Plaintext - send reinforcements

+ Key - knowledge of the mapping of the alphabet
+ Ciphertext - ktdp jtfdoejytbtdlk



Substitution Cipher

+ Substitute each letter of the plaintext.
A1BICDIEIFIGIHII UKL IMINIOIPIQ R[S [T UlV WX Y[z
CRYPTOI SFUNABDEGH JKLMQVWXZ
+~ Example:

+ Plaintext - send reinforcements

+ Key - knowledge of the mapping of the alphabet
+ Ciphertext - ktdp jtfdoejytbtdlk



Substitution Cipher

+ Substitute each letter of the plaintext.
A1BICDEFIGIHII UKL IMINIOIPIQ RIS [TIUIV WX Y[z
CRYPTOI SFUNABDEGH JKLMQVWX?Z
+~ Example:

+ Plaintext - send reinforcements

+ Key - knowledge of the mapping of the alphabet
+ Ciphertext - ktdp jtfdoejytbtdlk



Substitution Cipher

+ Substitute each letter of the plaintext.
A1BICDIEIFIGIHII UKL IMIN[OIPQ RIS T UV IWIX Y[z
CRYPTOI SFUNABDEGH JKLMQVWX?Z
+~ Example:

+ Plaintext - send reinforcements

+ Key - knowledge of the mapping of the alphabet
+ Ciphertext - ktdp jtfdoejytbtdlk



Substitution Cipher

+ Substitute each letter of the plaintext.
A1BICIDIEIFIGIHII UKL IMINJOIPQ RIS [T UIV WX Y[z
CRYPTOI SFUNABDEGH JKLMQVWX?Z
+~ Example:

+ Plaintext - send reinforcements

+ Key - knowledge of the mapping of the alphabet
+ Ciphertext - ktdp jtfdoejytbtdlk



Frequency Analysis
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Vigenere Cipher

S EsE e e kel o be the langih ol azlve

plaintext.

+ Plalntext P=P1P2P3.. Ciphertext C=CiCzCs..

seFEncEyptaon: @i = (Pi £ Ki) mod 26

+ Decryption: Pi = (Ci - ki) mod 26



Vigenere Cipher

+ To encrypt:
Extend the key to be the length of the plaintext.

Use the Vigenere Table to get the ciphertext.

» Example:
Plaintext: NINE ONE ONE AND ONE ONE TWO
Key: FEeER SRR RIS ORI E SRR

Erphcer EeX tE 2SN FRY S S IR ISE HN B



Vigenere Cipher

NINC o UOAWLOTIT—-—=—=¥J15200a0x0niFF2D>=X>
>I>ON<oOLOAOAOWLOI ——-¥152Z20a0x0nikFD>2 X
XIX>N<doVQWw OI —-——-¥145Z20a0xwnik>2>=2
SSEX>NooLVUAQAWLOI ——=¥ 135200 0xw0nik>D>
S>SX>NCooVAWLOI ——=¥ 13200 0xw0nik-D>D
D> X >NCOOUOUAWLODIEI—-—YJIFT 20000
FIFD>2X>N<CoVAWLOI——=¥15Z20a0xwn
NNEDID>SX>NCOVUVAWLOTIT - 452000
e kD> X>NC<oVQAWLOI —-——¥Y 1322000
OO nNEFD>TX>NCOoLOAWLOI ——¥ 15200
oo 0 xVEFD>SX>NCOLOUAWLOI —-——¥Y 1320
DIOAOEVNEDSSSX>NACAAVAWILYVE ——¥ Jd=2
ZZ0a0x|pFD>SX>NC<oOVDQAQWL O ——¥ a5
SE200a 0l kFO>X>NCOUVUAOAWWL O ——¥ I
A4 =EZ0a|l0OxnNFD>X>NCOOUO QWL O ——¥
¥ 0ZEZ0aca0xnkFD>X>N<oUQWw O ——
=Y 0SS ZI0pb OxnNFD>X>N<<oUOWWOI-—
——_ =Y a5 IZP0 a0 VNEFEFD>TX>NCoUVUAQAWW OI
IT——¥d5S20a0xunikFFD2>2X>N<ou0oowu O
VO - =¥ dEZ0a0xunkFD2>X>NC<ooUOWW
L O - ¥ H=Z0a0xnkFFD2>TX>NCdnUOW
WUE O E=|—=NJIJdSZ20a 0 NkEDD>SS X >NADUA
Ooluw DI~ Y JdEZ0affici-FD>=2xX>NZLaol
VLoOWL VT ¥ a0SZSZ00a0xVEFD>2X>NCm
MO AWLIOE ——=¥ 15 Z200a0x0nikFEI2D>=aX>NCI
<oV AWLPOI - a=ZZ200a0xcwnikFD>=X>N

<oV WLOUOI ——=¥J135Z200a0Cxwnk>2O2>=2X>N




Vigenere Cipher

+ To encrypt:
Extend the key to be the length of the plaintext.

Use the Vigenere Table to get the ciphertext.

» Example:
Plaintext: NINE ONE ONE AND ONE ONE TWO
Key: EGER SRR R = R E SRR

Erphcer EeX tE 2SN FRY S S IR ISE HN B



Vigenere Cipher

NINC o UOAWLOTIT—-—=—=¥J15200a0x0niFF2D>=X>
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XIX>N<oVAQAWLOI—-——-¥d5S2Z20a0ax0nikFF>2>=23
SSEX>NooLVUAQAWLOI ——=¥ 135200 0xw0nik>D>
S>SX>NCooVAWLOI ——=¥ 13200 0xw0nik-D>D
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SlE20A0E ko> X >N4BOLOALLYDE— =2 4
A EZO0 0o 00 FD>EX>NACAONUAMW(OET ——W
¥ 102200 0x0nkFD2>X>NdoUVUQwWw O ——
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VIO - =¥ JZZ0a0x0nHDPSX>N<C<OoUOWW
LIL O — ¥ 10ZZ0a0x0nkFD>2X>NdnUO W
WUEUOE—=—=¥ JdS 200 0x|jlnFoo>sSssX>NAaDUA
Ooluw D IT=—=YldEZ0adceclnE-F>=2xX>NLal
VLOWL O ——¥ A0S Z0a|0lxVEFD>2X>NJCm
MU AWLOI—-——N¥Jd5SZ20al0xunik2D2>=X>NI
<oV AWLOI - a=ZZ2I000xwnikFFD>=X>N

<CoOVDOWLWLUOI——¥J3ZI0a0xunk>2D2>=2X>N




Vigenere Cipher

+ To encrypt:
Extend the key to be the length of the plaintext.

Use the Vigenere Table to get the ciphertext.

» Example:
Plaintext: NINE ONE ONE AND ONE ONE TWO
Key: BRSO SE RIS ORI E SRR

Erphcer EeX tE 2SN FRY S S IR ISE HN B



Vigenere Cipher

NINC o UOAWLOTIT—-—=—=¥J15200a0x0niFF2D>=X>
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Vigenere Cipher

+ To encrypt:
Extend the key to be the length of the plaintext.

Use the Vigenere Table to get the ciphertext.

» Example:
Plasntext-i  NINE “ONBE= ONE= AND=ONE - ONE-ZTHWO
Key: FEER SRR RIS ORI E R

Erphcer EeX tE 2SN FRY S S IR ISE HN B



Vigenere Cipher
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Vigenere Cipher

Cruypto Museum G



Vigenere Cipher

» To break:
Look for group(s) of three characters that regularly repeat.
Find a common factor for the distance(s) between repeating groups.

Do frequency analysis of subsets of the characters.

Key: ABCDABCDABCDABCDABCDABCDABCD
Plaintext: CRYPTOISSHORTFORCRYPTOGRAPHY
Ciphertext: CSASTPKVSIQUTGQUCSASTPIUAQJB



Transposition Ciphers

» Transposition Cipher - a cipher that shifts the original
position of each plaintext character. The ciphertext is a
permutation of the plaintext.

» Rall Fence Cipher

» Route Cipher



Rail Fence Cipher

» Plaintext is written downwards on “rails” of an imaginary
fence, then written upwards when the bottom is
reached.

+ Plaintext: We are discovered. Flee at once.

] A ] n u I | ] ] | V n L L] D L] L] n E | L] ] N ]
@ CIPIIEIEXL. VWECURL | CERUVDULECCFCEAUCLAIVIUEN



Route Cipher

» The plaintext is written on a grid of given dimensions
and padded with low-frequency characters.

WRIORTFEOE
EESVELANUJ
ADCEDETTCX

» The key Is how you make e cipnerext: “Spiral counter-
clockwise, starting from the top right.”

» Ciphertext: EOEFROIRWEADCEDETCXJNALEVSE



Route Cipher

» The plaintext is written on a grid of given dimensions
and padded with low-frequency characters.

WRIORFEO|E
EESVELANUJ
ADCEDETTCX

» The key Is how you make e cipnerext: “Spiral counter-
clockwise, starting from the top right.”

» Ciphertext: EOEFROIRWEADCEDETCXJNALEVSE



Route Cipher

» The plaintext is written on a grid of given dimensions
and padded with low-frequency characters.

WRIORTFEOE
EESVELANUJ
ADCEDETTCX

» The key Is how you make e cipnerext: “Spiral counter-
clockwise, starting from the top right.”

» Ciphertext: EOEFROIRWEADCEDETCXJNALEVSE



Hash Functions

» Used for integrity, signatures, and password storage.

» Glven a bit string of any length, produces a bit string of
length n.

+ Properties of a good hash function:
» It Is impossible to reverse.
- It gives a fixed-sized output.
= Changing one bit of the message changes the hash completely.

» Hard to find collisions.



Hash Functions

» md5

extremely vulnerable to collisions
vulnerable to rainbow tables

fast (bad)

+ shal
less vulnerable to collisions, but still vulnerable

also vulnerable to rainbow tables



Hash Functions

» Password Storage - need slow hashing algorithm

bcrypt, PBKDF2
bcrypt - 156 guesses per second (from security.stackexchange)

md>5 - over 1 billion guesses per second (from security.stackexchange)



Encodings

+ Simple encodings of text

+ ASCII - hello

» Binary - 01101000 01100101 01101100 01101100
01101111

+ Hex - \x68\x65\x6c\x6c\xof
» Baseb4 - aGVsbG8=



ASCII

Dec HxOct Char Dec Hx Oct Html Chr |Dec Hx Oct Html Chr| Dec Hx Oct Html Chr
0 0 000 NUL (null) 32 20 040 «#32; Space| 64 40 100 «#64; [ | 96 60 140 &«#96;
1l 1 001 50H (start of heading) 33 21 041 «#33; ! 65 41 101 &«#65: & | 97 61 141 &«#97; a
2 2 002 STX (start of text) 34 22 042 «#34; " 66 42 102 «#66; B 98 62 142 «#98; b
3 3 003 ETX (end of text) 35 23 043 «#35; # 67 43 103 «#67: C | 99 63 143 &«#99; ¢
4 4 004 EOT (end of transmission) 36 24 044 «#36; % 68 44 104 «#68; D |100 64 144 &#100; d
5 5 005 ENQ (enquiry) 37 25 045 «#37; % 69 45 105 «#69; E |101 65 145 &#1l01; e
6 6 006 ACK (acknowledge) 38 26 046 «#38; « 70 46 106 &«#70; F (102 66 146 &«#102; £
7 7 007 BEL (bell) 39 27 047 &«#39; ' 71 47 107 &«#71: G |103 67 147 &«#103; o
8 ©§ 010 BS (backspace) 40 28 050 «#40; | 72 48 110 &«#72; H 104 68 150 &«#104; h
9 9 011 TAB (horizontal tab) 41 29 051 &«#4l; ) 73 49 111 &«#73; I [105 69 151 &«#105; 1
10 A 012 LF (NL line feed, new line)| 42 2A 052 &«#d42; * 74 4A 112 &«#74; 7 |106 6A 152 &#106; ]
1l B 013 VT (wvertical tab) 43 2B 053 &«#43; + 75 4B 113 &«#75; K (107 6B 153 &#107; k
12 C 014 FF (NP form feed, new page)| 44 2C 054 &#44; , 76 4C 114 «#76; L (108 6C 154 &#108; 1
13 D 015 CR (carriage return) 45 2D 055 «#45; - 77 4D 115 &«#77: M |109 6D 155 &«#109; n
14 E 016 50 (shift out) 46 2E 056 &«#46; . 78 4E 116 &«#78; N |110 6E 156 &#11l0; n
15 F 017 5I (shift in) 47 2F 057 «#47; / 79 4F 117 «#79; 0 [111 6F 157 &#lll; o
16 10 020 DLE (data link escape) 48 30 060 &#45; 0 80 50 120 «#80; P |112 70 160 &#11l2; p
17 11 021 DC1l (dewvice control 1) 49 31 061 &#49: 1 81 51 121 &«#81; 0 (113 71 161 &#113; 4
18 12 022 DCZ (device control 2) 50 32 062 «#50; 2 82 52 122 «#82; R (114 72 162 &«#ll4; ¢
19 13 023 DC3 (device control 3) 51 33 063 &«#51; 3 83 53 123 &«#83; 5 |115 73 163 &#115; =
20 14 024 DC4 (device control 4) 52 34 064 «#52; 4 84 54 124 «#384; T (116 74 164 &#ll6; ©
21 15 025 NAK (negative acknowledge) 53 35 065 &«#53; 5 85 55 125 &«#85; U [117 75 165 &#117; u
22 16 026 SYN (synchronous idle) 54 36 066 &«#54; 6 86 56 126 &«#86; V [118 76 166 &#118; Vv
23 17 027 ETB (end of trans. block) 55 37 067 «#55; 7 87 57 127 «#87: W |119 77 167 &«#ll9; w
24 18 030 CAN (cancel) 56 38 070 «#56; © 88 58 130 «#88; X [120 78 170 &#120; X
25 19 031 EM (end of medium) 57 39 071 «#57; 9 89 59 131 «#89; ¥ (121 79 171 &«#l2l1; ¥
26 1A 032 SUB (substitute) 58 3A 072 &«#55; : 90 SA 132 &«#90; Z |122 7A 172 &«#122; 2
27 1B 033 ESC (escape) S9 3B 073 «#59: ; 91 5B 133 «#91:; [ (123 7B 173 &#123; {
28 1C 034 FS (file separator) 60 3C 074 «#60; < 92 S5C 134 «#92; \ [124 7C 174 «#124; |
29 1D 035 G5 (group separator) 61 3D 075 &«#61; = 93 SD 135 &«#93; ] (125 7D 175 &#125; }
30 1E 036 RS (record separator) 62 3E 076 &«#62; > 94 S5E 136 «#94; * |126 7E 176 &#l26; ~
31 1F 037 US (unit separator) 63 3F 077 «#63; 2 95 SF 137 &«#95; _ [127 7F 177 &«#127; DEL

Source: www.LookupTables.com



Baseoc4

» Used to safely encode ASCII characters such as 10 and
13 (return and newline characters)

» Uses character set {A..Z, a..z, 1-9, +, /} and = for
padding

» 2°=64

= To encode, ASCII is converted to hex, and every 6 bits
of hex Is converted to Its Base64 character



Baseoc4

Value Char Value Char | Value Char Value Char
0 A 16 Q 32 g 48 w
1 B 17 R 33 h 49 x
2 c 18 S 34 1 50 y
3 D 19 T 35 3 51 z
4 E 20 U 36 k a2 0
5 F 21 \Y 37 1 53 0
6 G 22 W 38 m 54 2
7 H 23 X 39 n 55 3
8 I 24 Y 40 o 56 4
9 J 25 Z 41 P o7 5

10 K 26 a 42 q 58 6
11 L 27 b 43 E 59 7
12 M 28 c 44 s 60 8
13 N 29 d 45 t 61 9
14 (o} 30 o 46 u 62 -
15 P 31 ¥ 47 v 63 /




Baseoc4

Text content M a n
ASCII 77 (0x4d) 97 (0x61) 110 (Ox6e)

Bit pattern o|j1|o(o0(1|17;0{1(0|1{1/0(0|0|0(1(0|1|1|0(1(11]0
Index 19 | 22 5 46

Base64-encoded | T w F u

Text content M a
ASCII 77 (0x4d) 97 (0x61) 0 (0x00)

Bit pattern o|j1(o0jo0(1|1|0/110|1 |1 70 o, o/0(1|0(O0|0O(O0O|0(O|O|0O
Index 19 | 22 4 0

Base64-encoded T w E =



+» XOR = exclusive-OR
« AXorB=C <=>BxorC=A

» Plaintext xor Key = Ciphertext <=>
Ciphertext xor Key = Plaintext <=>
Plaintext xor Ciphertext = Key

M M A4 A
m 4 M -4 W
Mm =4 4 7



One-Time Pad

» Used with a random secret key.

» Both parties must have the key.
» The key must be the same length as the plaintext.

» Used by the NSA and KGB.



One-Time Pad

H
7 (H)
23 (X)

30
4 (E)
E

E

4 (E)

12 (M)

16

16 (Q)
Q

11

2
13
13

L
(L)
(C)

(N)
N

11
10
7 |
21

L

(L)
(K)

(V)
\

14
11
25
25

o)
(0)
(L)

(2)
Z

message
message

key

message + key

(message + key) mod 26

» ciphertext



g =

E

4 (E)

23 (X)
-19

7 (H)

H

Q
16 (Q)
12 (M)
4
4 (E)
E

13

2
11
i

(N)
(C)

(L)

21
10
11
11

\
(V)
(K)

(L)
L

25
{1 |
14
14

Z ciphertext
(Z) ciphertext
(L) key
ciphertext — key
(0) ciphertext — key (mod 26)
O - message



One-Time Pad Complications

» The key must be completely random.

» The key must be known by both parties.

= The key can only be used once, so if you want to send a
message to n people, you will need n keys.

= The key must be kept secret.



Modern Ciphers

= Symmetric Key Encryption
Uses the same key to encrypt and decrypt

- Alice and Bob share the same key.

= Asymmetric Key Encryption
Uses two keys: one to encrypt and one to decrypt.
= Alice has a public key and a private key.

Bob has a public key and a private key.



Symmetric Key Encryption

» Share a secret key among two or more parties

» DES (Data Encryption Standard)

» Uses a 56-bit key
+» Standard from 1979 to 1990s

=+ AES (Advanced Encryption Standard)
« Uses 128, 192, or 256-bit key
» Standardized in 2001



Asymmetric Key Encryption

C

key

plaintext ciphertext

C

private
key

= Asymmetric Public Key Cryptography
» Used today to encrypt or sign messages

» Uses a private key and a public key



e e

» Relies on the complexity of factoring large numbers

» Take two primes, p, d, and find N = pg.

. Find Phi(N) = (p-1)(g-1).

» Choose e such that 1 < e < Phi(N) and e and N share no common

factors.

= FInd d such that (de) mod Phi(N) = 1.

= Public Key is (e, N).

« Private Key is (d, N).
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= To encrypt, convert message M into hex/binary and
calculate C = M® mod N, where C is the ciphertext.

+ To decrypt C: M =C9mod N.
= Difficulty to crack depends on the key length.



g

+ Encrypt email with the receiver’s public key

» Sign emall by encrypting with the sender’s private key

+~ Bloat NSA servers

» Dependent upon the infeasibility of factor large

numbers.

+» Make sure you keep your private key a secret.
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